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UY BAN NHAN DAN QUAN 12 CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tr do - Hanh phic

s6:4010 JUBND-VHTT Qudn 12, ngay A thang 02 nam 2025

V/v 15 héng an toan thong tin
anh huéng cao va nghiém trong
trong cac san pham Microsoft

Kinh gri:
- Cac co quan tham muu giup viéc Quén uy;
- Uy ban MTTQ Viét Nam quén;
- Ban chi huy Coéng an quén;
- Céc phong, ban nganh, trung tdm, cong ty thue quan;
- Bénh vién quan;
- Uy ban nhan dan 11 phudng.

Uy ban nhan dén quan nhén dugc Cong van s6 369/STTTT-CNTT ngay 05
thang 02 ndm 2025 cta S¢ Thong tin va Truyén thong vé 16 héng an toan thong
tin anh hudng cao va nghiém trong trong c4c san phdm Microsoft cong b6 thang
12/2024. Theo d6, Microsoft da phat hanh danh sach ban va thang 12 véi 72 16
hbng an toan théng tin trong cac san pham ctia minh. Ban phat hanh thang nay
dic biét dang cha ¥ vao cac 16 hong an toan théng tin ¢6 mirc anh hudng cao va
nghiém trong (Pinh kem phu luc).

Nhim dam bao an toan thong tin cho hé théng théng tin tai cac don vi, ij
ban nhéan dan quan dé nghi cac don vi:

1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows ¢6
kha nang bi anh huéng. Thuc hién cdp nhat ban va kip thoi dé tranh nguy co bi
tan cong.

2. Tang cudng gidm sat va sin sang phuong 4n xir 1y khi phét hién c6 dau
hiéu b khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh béo
cla cac co quan chirc ndng va cac t6 chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tAn cong mang.

3. Diu mébi hd tro: Ddi (mg ctru su cb an toan théng tin mang Thanh phd

- S dién thoai hotline 24/7: 0889490111.

- 86 dién thoai trong gitr hanh chinh: 38233717 ext: 111.

- Thu dién tir: ATTT@tphecm.gov.vn.
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1. Thong tin cac 15 hong an toa

STT CVE Mo ta Link tham khao

- Piém CVSS: 7.8 (Cao)
- Mé ta: LS héng trong
Windows Common Log File
System Driver cho phép dbi | https:/msrc.microso
tuong tan cong thuc hién leo | ft.com/updateguide/

1 | CVE-2024-49138 | thang dic quyén. L& hdng hién | vulnerability/CVE2
dang bi khai thac trong thyc té. 024-49138

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022,
2025,

CVE-2024-49112
CVE-2024-49127

- Piém CVSS: 9.8 (Nghiém

trong)
- Mé ta: L& héng trong
Windows Lightweight

Directory  Access Protocol
(LDAP) cho phép ddi tuong tin
cong thuc thi ma tir xa.

- Anh hudng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022,
2025.

https://msrc.microso

ft.com/updateguide/
vulnerability/CVE2
024-49112

https://msrc.microso

ft.com/updateguide/
vulnerability/CVE2

024-49127

CVE-2024-49117

- Piém CVSS: 8.8 (Nghiém
trong)

- Mo ta
Windows Hyper-V cho phép déi
tuong tan cong thuc thi ma tir

L3 héng trong

Xa.

https://msrc.microso

ft.com/updateguide/

vulnerability/CVE2
024-49117




STT CVE Mo ta Link tham khio
- Anh huéng: Windows 10,
Windows 11, Windows Server
2022, 2025,
- Piém CVSS: 8.1 (Nghiém
trong)
- Mb ta: L& hoéng trong
Lightweight Directory Access | https://msrc.micros
Protocol (LDAP) Client cho | oft.com/updateguid
4 | CVE-2024-49124 | phép d6i tugng tin cong thuc thi | e/vulnerability/CV

ma tir xa.

- Anh huéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022,
2025.

E2024-49124

- Piém CVSS: 8.1 (Nghiém
trong)
- M6 ta: L& héng trong

Windows  Local  Security

htth://msrc.microso

Authority Subsystem Service | ft.com/updateguide/
5 | CVE-2024-49126 | (LSASS) cho phép ddi tugng tan | vulnerability/CVE2

cong thuce thi ma tir xa. 024-49126

- Anh hudng: Windows 10,

Windows 11, Windows Server

2008, 2012, 2016, 2019, 2022,

2025.

- Piém CVSS: 7.4 (Cao)

- Mb ta: L& hoéng trong

Microsoft SharePoint cho phép | https://msrc.microso

d6i tugng tin cong thuc thi ma | fi.com/updateguide/
6 | CVE-2024-49070 | tir xa. vulnerability/CVE2

- Anh  huéng: Microsoft 1024-49070

SharePoint Server Subscription
Edition, Microsoft SharePoint

Server 2019, Microsoft




STT CVE Mo ta Link tham khao

SharePoint Enterprise Server
2016.
- Piém CVSS: 8.2 (Cao)
- Mb ta: L& héng trong
Microsoft SharePoint cho phép
d6i tugng tAn cong thuc hién leo | https:/msrc.microso
thang déc quyén. ft.com/updateguide/

7 | CVE-2024-49068 |- Anh hudng: Microsoft | vulnerability/CVE2
SharePoint Server Subscription 024-49068

Edition, Microsoft SharePoint
2019, Microsoft
SharePoint Enterprise Server
2016.

Server

CVE-2024-49142

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& héng trong
Microsoft Access cho phép dbi
turong tan cong thuc thi ma tir
Xa.

- Anh huéng: Microsoft Access
2016, Microsoft Office LTSC
2021, 2024, Microsoft 365 Apps
for Enterprise, Microsoft Office
2019.

https://msrc.microso

ft.com/updateguide/

vulnerability/CVE2
024-49142

CVE-2024-9069

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& héng trong
Microsoft Excel cho phép dbi
tugng tin cong thuc thi ma tir
Xa.

- Anh huéng: Microsoft Excel
2016, Microsoft Office LTSC
2021, 2024, Microsoft 365 Apps
for Enterprise, Microsoft Office
2019,

https://msrc.microso

ft.com/updateguide/

vulnerability/CVE2
024-49069




STT

CVE

Mo ta

Link tham khao
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CVE-2024-49065

- Diém CVSS: 5.5 (Cao)

- Mé ta: L& héng trong
Microsoft Office cho phép dbi
tuong tin cong thuc thi ma tir
Xa.

- Anh huéng: Microsoft Word
2016, Microsoft Office LTSC
2021, 2024, Microsoft 365 Apps
for Enterprise, Microsoft Office
2019, Microsoft SharePoint
Server 2019, Microsoft
SharePoint Enterprise Server
2016.

https://msrc.microso

ft.com/updateguide/

vulnerability/CVE2
024-49065

2. Hréng din khic phuc

bi khai thac, tAn cOng mang.

Ting cuong gidm st va sin sang phuong an xir ly khi phét hién ¢ dau higu

Thuong xuyén theo d&i kénh canh bao ctia cac co quan chirc néng va cac

t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac nguy co tan cong mang.

Kiém tra, ra soat, xac dinh may tinh str dung hé diéu hanh Windows c6 kha

nang bi anh hudng. Bién phép t6t nhét dé khéc phuc 1a cap nhat ban va cho cac 16
héng an toan théng tin néi trén theo hudng dén ciia hing.

security-update-review

3. Tai li¢u kham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/12/10/the-december-2024-
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