UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO HO CHI MINH DPoc lap - Tw do - Hanh phc
SO GIAO DUC VA PAO TAO

S6: 1905 /SGDDT-VP Thanh phé Hé Chi Minh, ngay /5thang 4 nam 2025
V& bao dam an toan thong tin
khi truy cap co so dir liéu nganh

Kinh gui:
- Phong Giéo duc va Dao tao cac quan/huyén/thanh pho;
- Cac trudng pho thong truc thudc So;
- Cac trung tdm giao duc thuong xuyén, Trung tam Giao
nghé nghiép — gi4o duc thudng xuyén;
- Cac don vi truc thudc.

Can cut Luat An toan thong tin mang nam 2015;

Can ctr Nghi dinh s6 47/2020/ND-CP ngay 09 thang 4 nam 2020 cua
Chinh phu quan ly, két noi va chia sé dir liéu so ctia co quan nha nudc;

~ Cén clr Quyét dinh s6 4418/QD-UBND ngay 04 thang 10 ndm 2024 cuia
Uy ban nhan dan Thanh pho Ho Ch[ Minh ban hanh B6 tiéu chuan céng nhan
Truong hoc so6 trén dia ban Thanh pho H6 Chi Minh;

Cin ctr Quyét dinh s6 1230/QD-SGDDT ngay 08 thang 5 nam 2024 cia
S¢ Giao duc va Pao tao ban hanh Quy chérthg thap, quan ly, dong b, chia sé
di liéu nganh Giao duc va Bao tao Thanh pho H6 Chi Minh,

Pé tang cuong bao dam an toan théng tin tai cac don vi khi truy cap co s¢
dir licu (CSDL) nganh Giao duc va bao tao (GDDT) Thanh pho, S6 GDDT dé nghi
cac don vi ra soat, thuc hién, dam bao cac ndi dung sau:

1. Thu trudng don vi ¢6 trach nhi¢ém quan ly tai khoan quan tri nha truong
(admin), néu giao cho nhan sy phu trach phai thuc hién uy quyén (hoac phan cong)
bang van ban.

Tai khoan admin chi sir dung cho muc dich phan quyén cho tai khoan nhan sy
duoc phan cong phu trach thuc hién nhiém vu trén cac phan mém, hé thong
chuy@n nganh; khong thuc hién cac tac vu lién quan dén dir liéu khi ding nhap
bang tai khoan admin (kém theo hudéng dan thuc hién phan quyén).

2. May tinh (may tinh dé ban, laptop) cua don vi hoic ¢4 nhan st dung
dé truy cap vao CSDL phai duoc cai dit hé diéu hanh, phan mém diét virus ban
quyén c6 tinh ning tuong lia hoic phan mém twong hira chuyén dung (yéu cau
lubn ma ché 6 Bao vé thoi gian thuc — Real-time Protection). Pon vi tham khao
nhiing tinh ning co ban cia phan mém diét virus va tuong lta hd trg nguoi ding
dam bao an toan théng tin khi lam viéc véi CSDL (Phu luc dinh kem).
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3. Khuyén nghi don vi dau tu trang bi tuong lira vat ly cho toan bo hé théng
mang may tinh tai don vi dé thuc hién phan ving mang: tuong lra noi bo hodc
VLAN de chia mang thanh cac khu vuc riéng biét tiy ddi tuong sir dung céc thiét
bi dau cudi.

4. Xay dung noi quy, phan cong dbi vai nhan sy sir dung may tinh truy cap
CSDL, trong d6 quy dinh rd tham quyén, trach nhiém ca nhan, gém cac ndi dung:

Thuc hién nghiém Diéu 7 Luat An toan théng tin mang va Diéu 5 Quy ché
cap nhat, st dung, khai thac dir liéu can bg, cong chuc, vién chirc, nguoi lao dong
cua Thanh pho Ho Chi Minh?,

St dung mat khau phuc tap (gom chir in hoa, in thuong, ky higu dac biét)
va thuong xuyén thay doi mat khau (03 thang/lan).

Ghi bién ban trong trudng hop thuc hién tai dir liéu (download/upload) gém
cac noi dung: nguoi thuc hién, thoi gian thuc hién, muc dich thuc hién, théng tin
di liéu duoc tai.

Cac nodi dung thao tac dir liéu trong va ngoai nha trudng can ghi nhan nhat
ky hang ngay, dao bao ghi nhap céac théng tin vé ID, thoi gian, trang thai, IP, trinh
duyét dang nhap.

5. Thuong xuyén dénh gié tong the an toan, an ninh thong tin mang noi bo
cua don vi d¢ kip thoi phat hién va cé phuong an dam bao an toan théng tin cho
phu hop.

6. Hoan thanh trong thang 4 ndm 2025, sau thoi gian trén, S GDDT sé
tien hanh kiém tra cong tac phan cong, dam bao an toan thong tin trén CSDL
nganh GDDT.

~ Khi c6 sy ¢d vé an toan thdng tin hogc trong qua trinh trien khai can duoc
ho tro, don vi lien hé S¢ GDDT (Van phong So¢, 6ng bang Minh Thong, email:
dmthong.sgddt@tphcm.gov.vn, dién thoai: 0908897480) d€ duoc hudng dan thuc hién.

S GDDT yéu cau nghi cac don vi nghiém tuc trién khai thuc hién./.

Noi nhgn: KT. GIAM bOC
-Nhutrén; PHO GIAM bOC

- Giam doc S¢ (dé bao céo);
- Luu: VT, VP/ Thong.

Nguyén Bao Quéc

1 Ban hanh kém theo Quyét dinh s6 51/2024/QD-UBND ngay 14 thang 8 ndm 2024 cua Uy ban nhan dan Thanh phé
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