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UBND HUYEN CAN GIO CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA DAO TAO DPoc lap - Tw do - Hanh phiic
So: 4%06/GDDT Can Gio, ”g“’-%} thang 8 nam 2024

V/v canh bao rui ro an toan
thong tin lién quan dén san
pham cua CrowdStrike

Kinh gui: Hi¢u truong céac truong mam non, tiéu hoc,
trung hoc co s¢ va Chuyén biét Can Thanh.

Can cu Cong van sd 6038/UBND ngay 20 thang 8 nam 2024 cua Uy ban
nhan dan huyén vé viéc canh béo rui ro an toan thong tin lién quan dén san pham
cua CrowdStrike;

Nham dam bao an toan thong tin cho hé théng thong tin tai truong hoc.
Phong Giao duc va Dao tao dé nghi Hiéu trudng céc trudong trién khai mot s noi
dung nhu sau:

1. Kiém tra, ra soat hé thong thong tin dang st dung ¢6 kha nang bi anh
huong boi rui ro an toan thong tin trén. Chu dong theo ddi cac thong tin lién quan
nham thuc hién khac phuc ri ro trong trudong hop bi anh hudng.

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co dau
hi¢u bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh bao
clia cac co quan chue nang va to chite 16n vé an toan thong tin dé phat hién kip
thoi cdc nguy co tin cong mang.

3. Dau moi ho tro.

Doi img ctu su ¢6 an toan thong tin mang thanh pho:
- Sb dién thoai hotline 24/7: 0889490111.
- S dién thoai trong gio hanh chinh: 38233717 ext: 111.

Thu dién tu: ATTT(@tphcm.gov.vn.

Phong Gido duc va Dao tao de nghi Hiéu truong cac truong khan truong trién
khai thuc hién./.

Noi nhan:

- Nhu trén;

- Ban lanh dao Phong GD&DT;
- Phong GD&DT (Ong Phung);
- Luu: VT.
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A PHU LUC
FH@NG TIN CH[ TIET VE RUI RO AN TOAN THONG TIN
(Kem theo Cang ven s6 W/ UBND ngay 22 thdang 8 nam 2024
‘{ e B =,'gf' cia Uv ban nhan ddin huyén)

1. [lmilgttm (‘lu tiét vé rii ro an toan thong tin lién quan dén sdn
phiam cia CrowdStrike

/ e

Cuc An toan thong tin da phat hién rui ro an toan théng tin lién quan dén
san pham cua CrowdStrike. Cu thé, cac may tinh chay hé diéu hanh Windows 10
va cai dat phan mém Falcon Sensor ciia hang CrowdStrike déu gap 161 man hinh
xanh (Blue Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong
binh thuong. Dleu nay gy anh huang toi hé thong thong tin va hoat dong cuia ca
nhén, co quan, té chirc. Nha phét trién CrowdStrike da dua ra théng bao xéac
nhan rui ro va thue hién khoi phuc phian mém Falcon Sensor dé tranh o gdy thém
anh hudng téi thiét bi cua nguoi dung.

M p A re _r A ¢ maw . o -
Huéng din khic phuc ddi véi cac thiét bi da bi anh hwéng:

Bude 1: Khoi dong lai mdy tinh va vao che do Safe Mode hoac Windows
Recovery Environment.

Bude 2: Truy cap thu muc “C:\Windows\System32\drivers\CrowdStrike”

Buge 3: Xba bo cac tdp tin c6 dinh dang “C-00000291* sys” (tdp tin co
dinh dang .sys va tén bt dau bfmgj chudi C-00000291)

Burde 4: Khoi dong lai mdy tinh va st dung nhu binh thuong,
2. Tai liéu tham khio

https://supportportal.crowdstrike.com/s/article/T'ech-Alert-Windows-
crashes-related-to-Falcon-Sensor-2024-07-19
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