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UBND HUYEN CAN GIO CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA DAO TAO Doc lap - Tw do - Hanh phuc
S6: JOM /GDDT Can Gio, ngay 19 thang 12 nam 2024

Vé canh béo chién dich tan cong co
chu dich cua nhém APT Earth Estries

Kinh gui: Hiéu truéng céc truong mam non, tiéu hoc,
trung hoc co so va Chuyén biét Can Thanh.

Can ctr Cong van so 8030/SGDDT-VP ngay 13 thang 12 ndm 2024 cua
S& Gido duc va Pao tao vé viéc canh bdo chién dich tan cong co chu dich cua
nhom APT Earth Estries;

Nhim dam bao an toan thong tin cho h¢ thong thong tin tal truong hoc.
Phong Gido duc va Dao tao dé nghi Hiéu truong cac truong trién khai mot sd
ndi dung nhu sau:

1. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha nang bi anh
huong boi rui ro an toan thong tin. Chu dong theo ddi cac thong tin lién quan
nham thuc hién khac phuc rui ro trong truong hop bi anh huong. (Binh kem phu
luc théng tin chi tiét vé 16 héng an toan thong tin)

2. Tang cuong giam sat va san _sang phuong an xu ly khi phét hién c6 dau
hiéu bi khai thac, tan cong mang; dong thoi ter(mg xuyén theo doi kénh canh
bao cua cac co quan chirc néng va t6 chic 16n vé an toan théng tin dé phat hién
kip thoi cac nguy co tan cong mang.

3. bau moi ho tro.

Dai Umg clru su ¢ an toan thong tin mang thanh phé:
- Sb dién thoai hotline 24/7: 0889490111
- S6 dién thoai trong gio hanh chinh: 38233717 ext: 111.

Thu dién ti: ATTT@tphcm.gov.vn.

Phong Gido duc va Dao tao dé nghi Hiéu tr uong cic truong khan tr uong
trién khai thuc hién./.

Noi nhin:

- Nhu trén;

- Ban Lanh dao Phong GDDT;
- Phong Quan ly do thi;

- Luu VT.

Vo Thi Diém Phuong






Phu luc

8030 /SGDDT-VP ngay /3 thang /2 nam 2024

cia So Gidao duc va Pao tao)

1. Thong tin cc chién dich tin cong

Trung tam Gidm sdt an toan khong gian mang quoc gia, Cuc An toan

thong tin ghi nhan thong tin lién quan chién dich tan cong ¢6 chi dich cta nhoém

APT Earth Estries. Nhom Earth Estries thuc hién cac chién dich tan cong tinh vi

bang cich khai thac 15 hong trén cac h¢ thong nhu Microsoft Exchange va cong

cu quan ly adapter mang. Nhom st dyng cidc ma doc nhu Cobalt Strike,

Crowdoor, Zingdoor, va SnappyBee dé lay lan, duy tri két ndi, thu thap du liéu

va che gidu luu luong mang thong qua proxy noi bo, dong thoi lién tuc cap nhat

cong cu dé né tranh phat hién. Cac dit ligu danh cdp duoc trich xuat toi cac dich

vu chia sé file an danh hoic may chu C&C.

Ngoai cac ma doc ké trén, hé thong muc ticu con chira ma doc

Cryptmerlin ¢6 chitc nang thyc thi 1énh gii t6i tir mdy chu C&C va FuxosDoor

ma doc cai vao IIS trén may chu Exchange, thuc thi 1énh str dung cmd.exe.

Cac don vi cé thé tai xuong cac ma [OC tai: hitps.//alert.khonggianmang.vn/

Mot s6 IoC lién quan dén cic tan cong gin day:
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2. Tai licu tham khio

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries-persistent-ttps-in-prolonged-cyber-o.html
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